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Abstract:

This guide provides the stepson how to create HCP WORM/NON-WORM namespace and to configure HCP
as a Primary S3 storage target with Veritas Enterprise Vault.
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Tenant Settings

(Prerequisites for WORM and NON-WORM Bucket creation)

1. Navigate to System Management console of HCP and hover over Security. Select the user and make
sure it has the following roles assigned.

Confirm

Update Settings Cancel

2. Hover over Security and select MAPL. Click the checkbox Enable the Management API (Perform the
same at Tenant Management Console as well).

Overview Hardware Storage Temants  Services ! Monitoring ~ Configuration L User sdmin | LogOut | Passwors Q [

Management API

Allow Deny Management APl Settings

Add~w  Delete All & En

0.0.0.0/0
00

Update Settings Cancel
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Create HCP Object Lock (WORM) Namespace

1. Navigate to Tenant Management console of HCP and click on the “Create Namespace” to proceed with
Namespace creation.

Hitachi Content Platform
Tenant M: e

Overview Namespaces Services  Security  Monitoring  Configuration L user: secuity | Logout | Password QB

Namespaces

D Create Namespace 8079 GB Used 119.21 GB Available

. 1-1 of 1 Namespaces

2. Make sure to provide the Namespace owner.

Y Create Namespace B0.74 GB Used 415.25 GB Avallabls

3. Provide the Namespace name and turn on the S3 Object lock, select Search as ON and enable “Allow
overwrite of objects via Hitachi API for Amazon S3 if versioning is disabled”.

a
®

a
® ®
o
®
o &
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4. Click on Policies, turn on the Retention (Enabled) and set Retention period as “1 day”, change Default
Retention mode to Compliance and click on Update Settings.

I Menitoring I Settings

Indexing

AR Nz nType . $3 Object Lock
Muftipart Upload
Retenti

o Default Retention
Shredding

Ve

Update Setiings

5. Verify Search has been Enabled on all the options under Services.

I Monitoring I Settings I

Disposition
Replication
Search

Service Plan

Update Settings
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6. Make sure the Minimum Data Access Setting has all permissions enabled.

% Minimum Data Access Permissions

Write | Read ACL Wrie ACL  Delete Purge
Anonymous and Authenticated Access®

Authenticated Access Only

7. Make sure the following protocols have been enabled.

https://EVPerf.EVCertification.cluster105a-1.lab.archivas.com

Settings

i Enable HTTPS

[ Enable HTTP

ab_arch

ab.arch

ab_arch

Update Settings Cancel
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8. Enable Enforce ACL under Settings.

I Monitoring I Settings I Security

ACLs
Compatibility
Tags

Name
Optimization

Overwrite

Update Setfings Cancel

9. Make sure the Namespace gets created without any errors and listed under Namespaces in S3
Console.
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Create HCP Non-WORM Namespace

1. Navigate to HCP Tenant Management Console and click on the “"Create Namespace” to proceed with
Namespace creation.

Hitachi Content Platform

Tenant Mana

Overview Na Services  Security  Monitoring  Configuration X User: security | Log Out [ Password Q E

Namespaces

> Create Namespace 80.74 GB Used 41 B Available ==

2. Provide the Namespace name and storage, select Replication ON, Protocol Optimization as Cloud
Protocol, Directory Usage as Balanced, Retention Type as HCP Retention, Search ON and Versioning
OFF, but enable “Allow overwrite of objects via Hitachi API for Amazon S3 if versioning is disabled”.

Replication Search
Q off Q Off
Protocol Optimization Service Plan
O All protocols Default ]
Balanced direclory uzage only J
@ Cloud protocols
Versioning
Directory Usage @ Of
@ Balanced Q) On

{0 Unbalanced

Allow overwrite of obiects via Hitachi AP| for Amazon 52 if versionina is disabled
Requires cloud profosls only [ Allow overwrite of objects via Hitachi API for Amazon 53 if versioning is disablec
Retention Type

(0 S3 Object Lock

Regquirez verzioning, cloud profocols and defefe marers enshisd

@ HCF Retention

HCP Retention Mode

(O Enterprise
@ Compliance
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3. Make sure to provide the Namespace owner.

W Create Namespace B0.74 GB Used 413 Avallable

4. Click on the Create button to create Namespace with given configurations.

Replication Search

Q of QO off

® On ® On

Protocol Optimization Service Plan

L — et A

® Cio Versioning

Directory Usage @ Of

@) Balance O On

O e ook ooy B low ovenvrte of objects via Hitachi AP for Amazon 3 fve isabled

Retention Type

0 53 O_b_ect L_ccl\'

Requires versioning, cloud profocols and delefe mariers ensbled

HCP Retention Mode

0 Enterprise
@ Compliance
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5. Make sure the Namespace gets created without any errors and listed under Namespace in Tenant
Management console.

Monitoring Configuration 2 User security | LogOut | Passwors O, B

Avallable

1-5 of 5 Namespaces
~ | Mems per page Page 1 of 1
Quota *

0.00 bytes 0720000 GB.

0.00 bytes o7 50,00 GB

1407 MB 075000 GB

0.00 bytes o S0.00 GE

B0.72GH of 150.00 GB

6. Make sure the Minimum Data Access Setting has all permissions enabled.

&/ Minimum Data Access Permissions

Browse Read Wiite Read ACL | Write ACL | Delete Purge
Anonymous and Authenticated Accesst
Authenticated Access Only
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7. Please ensure all the following Protocols are enabled.

ACLs

Compatibility

Tags
Mame
Optimization

BrwTite
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https:flevmwhep3.EVTest.clusteri05a-1.lab.archivas.com

Settings

and authemticates
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Configure HCP as Veritas Enterprise Vault Partition

Before configuring the HCP (WORM/NON-WORM namespace) as primary partition, complete the following

steps:

e Keep your HCP Access Key ID and Secret Access Key ready.

e Ensure that the S3 Namespace that needs to be configured with the primary partition has been

created on the HCP storage, and that you know the name of your namespace.

Note: Enterprise Vault archive policies employ specific fixed retention dates of up to 100 years and do not use

the forever default policy because infinite retention is not supported by HCP.

Add a new EV partition with HCP

1. Launch the Enterprise Vault Administration console.

2. In the left pane of the Administration console, expand the vault store in which you want to create the

partition.

3. Right-click the Partitions container, and then click New > Partition. The New Partition wizard starts and

Click Next.

New Partition

VERITNAS

13

This wizard will help you to create a new Vault Store Partition.
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4.

Provide the name and description for the partition, Click Next.

New Partition X
Enter a name and a description for the new Vault Store Partition.
Name:
| EVPtn2 |
Description:
l Partition of Vault Store for EV |
A Vault Store can have only one partition open for archiving. If you
open this new partition, any existing open partition will be closed.
VERITAS
Create this new partition: 'Open A
! < Back [I Next > | ) Cancel [ ' Help ‘

5. Select “Hitachi Content Platform for Cloud Scale(S3)” from the storage type drop-down menu. Click

Next.

New Partition

storage. Click Help for more information.

Storage type:

Enterprise Vault can create a Vault Store Partition on various types of

| Hitachi Content Platform for Cloud Scale (53)

Storage description:

Hitachi Content Platform for Cloud Scale (S3) connects to any
storage device that is compliant with the S3 protocol.

VERITAS

the Enterprise Vault Compatibility Charts.

For essential information regarding the support of these devices, see

| <Back || nNext> | |
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6. To configure HCP Object Lock (WORM) namespace as Primary S3 storage target, Select the “Store
data in the WORM mode using S3 Object Lock”.

7. To configure HCP CS NON-WORM namespace as Primary S3 storage target, Leave the “Store data in
the WORM mode using S3 Object Lock” Unchecked.

8. Click Next.
New Partition X
How do you want Enterprise Vault to store data in the Hitachi
Content Platform for Cloud Scale (53) bucket?
Store data in WORM mode using 53 Object Lock
Click Help for more information
VERITAS
< Back Cancel He!p

9. On the connection settings page, provide the following information:

Access key ID

Secret access key

Service host name:(http://<cluster Host name>)

Namespace name: Name of the pre-created target HCP namespace.

Namespace region: Specify the Geographical region where the namespace is created
(Example: us-east-1)

O O O O O

For more details on additional properties, please Refer:

https://www.veritas.com/content/support/en US/doc/143662409-1436624120/v149448814

https://www.veritas.com/content/support/en US/doc/143662409-143662412-0/v149448814-
143662412143662412
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10. To verify the connection to the HCP namespace, click Test. Verify that the connection test was
successful. Click OK and then Next.

New Partition

Hitachi Content Platform for Cloud Scale (S3) connection settings

Setting Value i

£ Access key ID _Z664afMWitgvm...

£ Secret access key

£ Service host name http://cluster105e...

£ Bucket name ev-nonworm

£ Bucket access type Virtual

% ?ucket region t_.l_s-.east--1 . &
ResetAll | | Vet | | Modfy

VERITAS Description
Enterprise Vault X

Hitachi Content Platform for Cloud Scale (S3) connection test
succeeded.

11. Select the "When Archived Files Exist on the Storage” Option and click Next (HCP does not support the
S3 replication acknowledgement in the required format for EV).

New Partition >

Enterprise Vault secures the archived items in the S3-compliant
storage at the configured scan interval.

(O When archived files are replicated on the storage

(@) When archived files exist on the storage

Configure partition scan nterval to 60 T minutes
‘ VERITNS
I
<Back Cancel Help
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12. Verify the information on the summary page and click Finish and ensure that created partition lists

under the vault store partitions.

New Partition X
You have now entered all the information required to create the new
Vault Store Partition:
Vault Store Partition A
Name: EVPtn2
Description: Partition of Vault Store for EV
Storage: Hitachi Content Platform for Cloud
Service host name: http://duster 105e-2.1ab.archivas.
Bucket name: ev-nonworm
Bucket region: us-east-1
Bucket access type: Virtual
Storage dass: S3 Standard v
VERITAS £ %
Click Finish to create the new Partition.
< Back Finish Cancel Help

13. According to AWS knowledge base https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-

envvars.html it is possible to implement the system variable AWS_EC2_METADATA_DISABLED=true

on EV Server.

Follow below steps:

For each Enterprise Vault Server, define a new System variable as follow:
a. From the Control Panel, search for System and then click the Edit the system environment

variables option.

17
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[E5 system - Control Panel

— v 4 [ > Control Panel

() System

= @ Edit the system environment vanables
Show which operating system your computer is running
9 View advanced system settings

View svstem resource usaae in Task Manaaer

b. Open Environment Variables.
c. Within System variables, create the AWS_EC2_METADATA_DISABLED to TRUE.

Environment Variables X
Uservariables forvsa
Variable Value
Path Ci\Users\wsa\ AppData’\Local\Microsoft\ WindewsApps;
TEMP C\Users\wsa\AppData'\Local\ Temp
TMP CAUsers\vsa\AppData'Local\Temp
Mew... Edit... Delete
System variables
Variable Value G
AWS_EC2_METADATA_DISABLED
Comb5pec ChAWindows\system 3N emd.exe
DriverData CAWindows! System32\Drivers\DriverData
lib Ch\Program Files (eB6]\SQLEML 4.00bin'; C:\Program Files\ 501
NUMBER_OF_PROCESSORS )
0s Windows_NT "
€ >
Mew... Edit... Delete

| QK | . Cancel

d. Click OK and restart the Enterprise Vault services by restarting the Enterprise Vault Admin
Service.

14. HCP has now been added as Primary S3 Vault Store Partition and ready for data archival.
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